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Digital transformation has reshaped tax administration into an
integrated, automated, and data-driven system, making data
protection essential to its legitimacy. Electronic tax systems process
sensitive taxpayer information; however, knowledge concerning data
protection in digital tax administration remains fragmented, creating
a need for a systematic mapping of the literature. This study aims to
map the development, influential publications, and thematic structure
of research on data protection in digital tax administration. A
systematic review combined with bibliometric analysis was
conducted using 69 Scopus-indexed journal articles published
between 1998 and 2026. The dataset was analyzed using
Bibliometrix in RStudio through annual scientific production, local
citation analysis, and thematic mapping. The findings show that
publication activity remained limited during the early period but
increased substantially after 2019, reaching its highest levels in 2024
and 2025. Local citation analysis identifies Scarcella (2019) as the
most influential publication within the corpus. The thematic map
reveals three major motor-theme clusters: GDPR, transparency, and
automated decision-making; fraud, cybersecurity, and identity theft;
and tax administration, tax compliance, and tax evasion. Data privacy
remains a basic theme, while data protection and information
exchange occupy a central transitional position. The novelty of this
study lies in integrating the technological, legal, and administrative
dimensions of taxpayer data protection within a unified bibliometric
landscape, thereby demonstrating how privacy, cybersecurity, and
automated governance are increasingly shaping research on digital
tax administration.

INTRODUCTION

Digital transformation has reshaped tax administration from a transaction-based process
into an integrated, automated, and increasingly data-driven system. Digitalization enables tax
authorities to consolidate information, accelerate public services, strengthen oversight, and
expand their capacity to process large volumes of data (Luo & Xu, 2024; Darono &
Panggabean, 2026). Luo and Xu (2024) show that big data tax administration can improve
transparency and governance, although it may also create new implications for organizations
subject to tax supervision. In addition, Darono and Panggabean (2026) emphasize that
successful technology adoption in tax administration depends not only on formal compliance
but also on institutional readiness and effective implementation. Therefore, digital tax
administration should be understood not merely as a technological upgrade but as a broader
governance transformation that changes the relationship among tax authorities, data, and

taxpayers.
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This transformation makes data protection an integral component of the quality of digital
tax administration. Electronic tax systems process identity information, financial records,
transaction histories, and compliance data that may cause substantial harm when accessed,
disclosed, or used without authorization. Setyowati et al. (2020) demonstrate that the use of
new technologies in taxation must continue to balance system transparency with taxpayer
privacy. From a governance perspective, digital maturity and information technology audit
frameworks must also be supported by cybersecurity readiness and effective risk controls so
that digital transformation can genuinely strengthen fiscal integrity (Umbet et al., 2025).
Accordingly, data protection should not be treated as a secondary technical function but as a
core condition for building legitimate and trustworthy digital tax administration.

The issue becomes more complex as tax authorities increasingly use artificial
intelligence, risk analytics, and large-scale data processing for monitoring and decision-
making. Angelov (2026) shows that the adoption of artificial intelligence (Al) by tax
administrations across the European Union varies considerably and raises concerns related to
transparency, accountability, confidentiality, and data protection. In the Indonesian context, the
digitalization of the Core Tax Administration System can improve efficiency, transparency,
and tax supervision, but it also creates risks related to data security, privacy, and regulatory
compliance (Djinarto et al., 2024). Moreover, ’Aisy et al. (2025) highlight the importance of
an independent data protection authority with sufficient supervisory and enforcement capacity.
These developments indicate that the greater the digital capacity of a tax authority, the stronger
the need for accountability mechanisms capable of protecting taxpayer rights (Aisy et al.,
2025).

This need is closely related to the tension between taxpayer confidentiality and the
growing demand for transparency in modern tax administration. Tax authorities require broad
access to data to detect noncompliance and improve enforcement, while taxpayers retain a
legitimate interest in confidentiality and proportionate data use. In the context of information
exchange and reporting obligations, confidentiality protections may directly conflict with
disclosure requirements imposed on intermediaries and taxpayers, making clear legal
boundaries essential (Tofan & Arseni, 2023). Digitalization also expands the number of actors,
systems, and channels involved in the collection and exchange of tax-related information.
Therefore, the central challenge is not to choose between transparency and confidentiality but
to establish a governance framework in which both principles can operate proportionately and
accountably.

This challenge is especially relevant in Indonesia. In September 2024, allegations
emerged that approximately six million taxpayer identification number records had been
offered for sale online, including national identification numbers, addresses, telephone
numbers, and email addresses. However, the Directorate General of Taxes later stated that its
examination of access logs did not identify evidence that the alleged breach originated directly
from its information systems. The incident nevertheless illustrates the reputational and trust-
related risks that arise when taxpayer information is perceived to be insecure. Its relevance
increased after Coretax began operating in January 2025 because the system integrates highly
sensitive information, including taxpayer identities, income data, business transactions, and tax
filing and payment histories. International guidance on the digitalization of revenue authorities
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also places data protection and privacy among the key conditions for maintaining taxpayer
trust. Thus, the protection of tax data is not merely a technical cybersecurity issue but a broader
matter of public governance and institutional legitimacy.

Despite its growing importance, knowledge of data protection in digital tax
administration remains fragmented across different research streams. Some studies focus
primarily on technology and system security, while others examine information technology
audits, artificial intelligence, confidentiality, taxpayer rights, or institutional arrangements for
data protection. This diversity can be seen in studies on blockchain-based VAT systems,
privacy risks in Coretax, risk governance in tax information technology audits, and Al
integration in tax administration (Setyowati et al., 2020; Djinarto et al., 2024; Umbet et al.,
2025; Angelov, 2026). As a result, it remains difficult to understand the development of the
field, identify its most influential publications, and determine how themes such as
cybersecurity, data privacy, confidentiality, and automated decision-making are positioned
within a coherent body of knowledge. This fragmentation creates a need for a systematic
mapping of the literature on data protection in digital tax administration.

Previous studies have addressed several important aspects of this issue, but they remain
focused on specific technical or legal dimensions. Niu et al. (2022) show that taxpayer privacy
can be strengthened through a blockchain-based e-tax protocol that balances anonymity with
regulatory monitoring. In a different context, Mikiver and Siitam (2024) demonstrate that
large-scale data processing by public authorities, including tax authorities, raises concerns
related to purpose limitation and the predictability of data-processing rules under the GDPR.
Maharani et al. (2025) further show that Indonesia continues to face institutional and
compensation-related challenges in personal data protection compared with the European
Union. Although these studies provide important insights, they do not map how data protection
in digital tax administration has developed as a broader research field. A clear gap therefore
remains in understanding the longitudinal development of publications, the most influential
studies, and the major and emerging themes within this domain. To address this gap, this study
aims to map the development of research, identify the most influential publications, and
examine the major and emerging themes in data protection within digital tax administration
through a systematic review and Scopus-based bibliometric analysis using Bibliometrix. The
findings of this study are expected to provide theoretical benefits by contributing to the
systematic mapping of a fragmented research field and identifying the conceptual structure of
data protection in digital tax administration, as well as practical benefits for tax authorities and
policymakers by supporting the integration of data protection, cybersecurity, transparency, and
taxpayer rights into the design of digital tax systems. In addition, this study can serve as a
reference for future researchers interested in examining data protection in digital tax
administration using bibliometric or comparative approaches across different jurisdictions.

METHOD
Research Design

This study employed a systematic literature review combined with bibliometric analysis
to examine the development and thematic structure of research on data protection in digital tax
administration. The systematic review was used to identify and delimit the relevant literature
through a transparent and reproducible procedure, while bibliometric analysis was used to map
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publication trends, citation influence, and the conceptual structure of the field. The review
process followed the transparency principles of PRISMA 2020 in documenting the database,
search strategy, eligibility criteria, and final corpus included in the analysis (Page et al., 2021).

The study addressed three research questions. RQ1 examined the temporal development
of research on data protection in digital tax administration; RQ2 identified publications with
the strongest citation relationships within the analyzed corpus; and RQ3 mapped the major and
emerging themes characterizing the field. Accordingly, the analytical design used selected
bibliometric techniques aligned with each research question to produce focused and
interpretable results.

Data Source and Search Strategy

Bibliographic records were retrieved exclusively from Scopus. Scopus was selected
because it provides standardized bibliographic metadata, including document titles, abstracts,
authors, keywords, publication years, citation information, affiliations, and cited references,
which are required for bibliometric analysis. Nevertheless, database selection can influence the
composition of a bibliometric corpus because indexing coverage varies across disciplines,
countries, and publication languages; consequently, the results of this study represent the
Scopus-indexed research landscape rather than the entire universe of publications on the topic
(Mongeon & Paul-Hus, 2016).

The search strategy was designed around two conceptual blocks. The first represented
data protection and information security, including terms related to personal data protection,
privacy, cybersecurity, confidentiality, and data breaches. The second represented tax
administration and taxpayer information, covering tax authorities, tax information systems,
electronic taxation, and e-filing. The use of multiple synonymous terms was intended to
improve retrieval sensitivity without expanding the corpus to taxation studies unrelated to
information and data protection. No publication-year restriction was imposed, allowing the
historical development of the field to emerge from the retrieved literature itself. Based on the
Scopus export, the resulting publications span 1998-2026.

The final Scopus search string was:

( TITLE-ABS-KEY ( "data protection” OR "personal data protection” OR "data privacy"
OR "information privacy" OR "data security” OR "information security” OR "data breach” OR
cybersecurity OR "cyber security” OR confidentiality ) AND TITLE-ABS-KEY ( "tax
administration” OR "tax authority™ OR "tax authorities” OR "taxpayer data" OR "taxpayer
information” OR "tax information” OR "tax information system"” OR "tax administration
system™ OR "e-tax" OR "electronic tax" OR "tax e-filing" ) ) AND ( LIMIT-TO ( DOCTYPE
,"ar")) AND ( LIMIT-TO ( LANGUAGE , "English") ) AND ( LIMIT-TO ( SRCTYPE, "j"
) ) AND ( LIMIT-TO (PUBSTAGE, "final"))

The database search was conducted on 3 September 2026. The Scopus filters restricted
the corpus to journal articles, English-language publications, journal sources, and articles at the
final publication stage. These restrictions were applied to improve comparability of
bibliographic metadata and to maintain a consistent peer-reviewed publication corpus. The
final search yielded 69 records, which constituted the bibliometric dataset used in the analyses
presented in this study.
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Eligibility, Data Extraction, and Preparation

Studies were considered eligible when their titles, abstracts, or keywords connected
issues of data protection, privacy, confidentiality, information security, cybersecurity, or data
breaches with tax administration, tax authorities, taxpayer information, electronic taxation, or
related digital tax systems. Publications outside the journal-article format, non-English
documents, non-final publications, and non-journal sources were excluded directly through the
Scopus database filters. This approach ensured that the corpus remained sufficiently broad to
capture different traditions of research, ranging from taxpayer confidentiality and tax-
information exchange to contemporary issues involving cybersecurity, artificial intelligence,
automated decision-making, and digital tax platforms. The retrieved database therefore
encompasses both earlier confidentiality-oriented studies and newer forms of data-protection
research associated with increasingly data-intensive tax administration.

All bibliographic records were exported from Scopus in CSV format with the metadata
required for Bibliometrix analysis. Data preparation included consistency checks for document
titles, publication years, authors, source information, citation fields, and keywords. Keyword
standardization was performed conservatively so that obvious spelling or formatting variations
could be harmonized without merging conceptually different terms. Such preprocessing is
important because inconsistencies in bibliographic metadata can fragment concepts and affect
the structure of bibliometric networks and thematic classifications (Aria & Cuccurullo, 2017;
Zupic & Cater, 2015).

Bibliometric Analysis

Bibliometric analysis was conducted using the Bibliometrix package in RStudio through
the Biblioshiny interface. Bibliometrix is an open-source R package developed specifically for
comprehensive science-mapping and bibliometric analysis and supports descriptive
performance indicators, citation analysis, and conceptual mapping (Aria & Cuccurullo, 2017).

To ensure that each research question was addressed through a focused and non-
overlapping analytical procedure, the bibliometric analysis was structured by assigning one
principal technique to each research question. This approach was adopted to maintain analytical
clarity and to avoid excessive visual outputs that could dilute the substantive interpretation of
the findings. The alignment between the research questions, bibliometric techniques, and their
analytical purposes is summarized in Table 1.

Table 1. Alignment of Research Questions, Bibliometric Analyses, and Analytical

Purposes
Research question B|b||ome_tr|c Analytical purpose
analysis
RQ1. How has research on data protection in ~ Annual To identify the historical
digital tax administration evolved over time?  Scientific trajectory and annual
Production development of publications
RQ2. Which publications have been most Most Local Cited To identify documents most
influential in the development of research on  Documents frequently cited by  other
data protection in digital tax administration? publications within the analyzed
corpus
RQ3. What are the major and emerging Thematic Map To identify and classify the
themes in research on data protection in conceptual themes characterizing
digital tax administration? the research field

Source: Developed by the authors based on the research design of this study
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As shown in Table 1, each research question was linked to a specific bibliometric output
that directly reflected its analytical objective. Annual Scientific Production was used to capture
the temporal growth of the field, Most Local Cited Documents was applied to identify
publications with stronger internal citation influence, and the Thematic Map was used to
examine the conceptual position of major and less-developed themes. This one-to-one
alignment between research questions and analytical techniques enabled the study to maintain
a focused interpretation of the bibliometric results while minimizing methodological
redundancy.

Interpretation and Reproducibility

The bibliometric outputs were interpreted together with the titles and abstracts of the
publications contained in the final corpus. This complementary reading was necessary because
bibliometric relationships indicate patterns of scientific association but do not by themselves
explain the substantive meaning of a theme or establish causal relationships among research
concepts (Zupic & Cater, 2015; Donthu et al., 2021). Consequently, representative articles were
examined to support the interpretation of publication trends, locally influential documents, and
thematic clusters identified through Bibliometrix.

Methodological reproducibility was supported by explicitly reporting the database,
retrieval date, complete search syntax, document restrictions, software environment,
bibliometric technigues, and analytical corpus. This procedure enables subsequent researchers
to replicate the retrieval strategy or update the analysis as additional studies on data protection
and digital tax administration become available.

RESULTS AND DISCUSSION
Evolution of Scientific Production

The temporal distribution of publications indicates that research on data protection in
digital tax administration has developed unevenly across the 1998-2026 period. Of the 69
documents analyzed, publication activity remained limited during the earlier years but
increased substantially from 2019 onward. The annual publication pattern is presented in
Figure 1.

Annual Scientific Production
Articles 125

Figure 1. Annual Scientific Production on Data Protection in Digital Tax Administration,
1998-2026
Source: Scopus database, processed using Bibliometrix in RStudio (2026)
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As shown in Figure 1, only sporadic publications appeared between 1998 and 2018,
generally ranging from zero to two articles per year. Publication activity increased to five
articles in 2019, followed by three in 2020, seven in 2021, five in 2022, and four in 2023. A
substantial increase occurred in 2024 and 2025, with 12 articles published in each year,
representing the highest annual scientific production in the dataset. In 2026, the database
records 10 articles, indicating that recent years account for a substantial share of the literature
analyzed.

Most Influential Documents Based on Local Citations

The local citation analysis identifies the publications that have been cited by other
documents within the bibliometric dataset, thereby indicating their relative influence within the
specific research corpus on data protection in digital tax administration. The results show that
only a small number of publications received local citations, with Scarcella (2019) recording
the highest value, followed by Peeters (2024) and Pellegrino (2024), as presented in Figure 2.

Most Local Cited Documents

SCARCELLA L, 2019, INTERNET POLICY REV .2

PEETERS B, 2024, EC TAX REV @
PELLEGRINO A, 2024, J SUSTAIN RES @

HWANGEO Y, 2004, INT REV PUBLIC ADM o

% IANUSHEVYCH |, 2026, OIDA INT J
g SUSTAINABLE DEV

JUDIJANTO L, 2024, ARCH SCI o

DJINARTO B, 2024, J LAW LEG REFORM o
LIOTTI BF, 2022, INTERTAX o

KUNNAPAS K, 2025, TALTECH J EUR STUD 0

LOY SL, 2014, J INT ACAD CASE STUD o

10
Local Citations

Figure 2. Most Locally Cited Documents in Research on Data Protection in Digital Tax
Administration
Source: Scopus database, processed using Bibliometrix in RStudio (2026)

As shown in Figure 2, Scarcella (2019) is the most locally cited document with two local
citations, making it the most frequently referenced publication within the analyzed corpus.
Peeters (2024) and Pellegrino (2024) each received one local citation, while the remaining
documents displayed in the figure recorded no local citations. Overall, the distribution indicates
that internal citation linkages within the dataset are concentrated in only a few publications,
while most documents have not yet been cited by other studies included in the same corpus.
Major and Emerging Research Themes

The thematic map reveals that research on data protection in digital tax administration is
distributed across motor, basic, niche, and emerging or declining themes according to their
centrality and density. Several well-developed and highly relevant themes are positioned in the
motor-theme quadrant, while other topics remain either foundational, specialized, or less
developed within the research field. The overall thematic structure is presented in Figure 3.
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Figure 3. Thematic Map of Research on Data Protection in Digital Tax Administration
Source: Scopus database, processed using Bibliometrix in RStudio (2026).

As shown in Figure 3, the motor themes consist of three main clusters: GDPR,
transparency, and automated decision-making; fraud, cybersecurity, and identity theft; and tax
administration, tax compliance, and tax evasion. Meanwhile, taxation and data privacy are
positioned as basic themes, whereas Malaysia and tax secrecy constitute a niche theme. The
cluster comprising data protection, exchange of information, and privacy is located close to the
intersection of the four quadrants, indicating an intermediate position in terms of centrality and
development. Finally, automatic exchange of information and legal professional privilege are
located within the emerging or declining themes quadrant.

Development of Research on Data Protection in Digital Tax Administration

The publication trajectory indicates that research on data protection in digital tax
administration initially developed as a relatively fragmented field, with early studies
concentrating more on the technical security of electronic tax systems than on data protection
as an independent legal or governance issue. For example, Julia-Barcel6 and Vinje (1998)
discussed confidentiality and security in electronic communications, including electronic tax
declarations, through digital signatures and encryption, while Hwangbo (2004) proposed the
Global Electronic Tax Invoice System by emphasizing reliability, transparency, encryption,
and information security in electronic taxation. A similar technology-oriented perspective
appeared in Lee and Chang (2007), who examined information security management using a
tax administration institution as an organizational case. Thus, the low and sporadic scientific
production before the mid-2010s appears consistent with a period in which taxpayer data
protection was primarily embedded within broader discussions of electronic-system security
rather than treated as a distinct research domain.

The field subsequently began to broaden from technical confidentiality toward taxpayer
rights, privacy, and the legal implications of increasingly data-intensive tax administration. The
2014 study by Loy, Brown, and Tabibzadeh illustrated the practical consequences of
inadequate information-security governance through the South Carolina Department of
Revenue data breach, while Alm et al. (2017) examined taxpayer confidentiality in relation to
compliance behavior. By 2019, the literature had become more explicitly connected to digital
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administration and privacy regulation: Hodzi¢ (2018) identified data-security problems as one
of the challenges of tax-administration digitalization, whereas Scarcella (2019) examined the
implications of profiling and automated decision-making for taxpayers' privacy rights under
the GDPR. This development continued during 2020-2023, when studies increasingly
addressed automatic tax-information exchange, mass data processing, cybersecurity, and legal
safeguards, as reflected in Ronco (2020), Rojszczak (2021), Liotti (2022), Huiskers-Stoop et
al. (2022), Keunen (2023), Tomo (2023), and Hatfield (2023). Collectively, these studies
suggest that the rise in publication activity from 2019 onward coincided with a conceptual
expansion from information security toward the broader governance of taxpayer data, including
privacy, proportionality, legal safeguards, and institutional responsibility.

The sharp increase in publications during 2024-2026 further indicates that data protection
has become increasingly intertwined with the latest phase of digital tax transformation,
particularly the use of integrated tax platforms, artificial intelligence, automated risk
assessment, and large-scale data processing. In 2024, Judijanto (2024) directly examined
taxpayer privacy protection in Indonesia's Core Tax Administration System, while Djinarto et
al. (2024) highlighted privacy and data-security risks associated with CTAS digitalization. In
the same year, Peeters (2024) examined legal restrictions on the use of artificial intelligence by
tax authorities, whereas Mohr (2024) focused on the legal basis and safeguards surrounding
automated risk-management systems in tax administration. This trajectory became even more
visible in 2025 through studies on Al applications by tax authorities, GDPR-based taxpayer
safeguards, cybersecurity and IT-audit governance, digital tax transformation, and automatic
exchange of information, as reflected in Kinnapas et al. (2025), Rizzo and Hassan (2025),
Umbet et al. (2025), Pali and Rama (2025), and Obando and Porporatto (2025). Publications
in 2026 continued this direction by linking digital tax transformation with Al governance,
cybersecurity, confidentiality, and proportional risk management, as demonstrated by
lanushevych and Hubanov (2026), Rizzo and Hassan (2026), Nurbekova et al. (2026), and
Tomo (2026). Accordingly, the publication peak in 2024-2025 can be interpreted as evidence
of growing scholarly attention to the tension between the increasing data-processing capacity
of tax authorities and the need to protect taxpayer information and rights. The lower number
recorded for 2026 should, however, be interpreted cautiously because the bibliometric database
was compiled before the end of the publication year.

Influential Documents within the Research Corpus

The local citation pattern indicates that only a limited number of publications have
become internal reference points within research on data protection in digital tax
administration. Scarcella (2019) occupies the strongest position, with two local citations, and
its substantive focus helps explain its relevance within the corpus. The study examines the use
of profiling and automated decision-making by tax authorities and highlights the need to protect
taxpayers’ privacy rights under the GDPR, particularly when digital technologies are used to
identify taxpayers considered at high risk of non-compliance. Consequently, the article
connects three issues that later became increasingly prominent in the literature, namely digital
tax administration, data-driven enforcement, and privacy safeguards.

The two documents receiving one local citation each further illustrate the shift of the field
toward newer digital technologies and their regulatory implications. Peeters (2024) discusses
the growing use of artificial intelligence by EU tax authorities and examines the safeguards
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provided by the GDPR and emerging Al regulation, including limitations on automated
decision-making and the importance of human intervention. Meanwhile, Pellegrino and Stasi
(2024) analyze blockchain adoption in value-added tax systems and identify data protection,
cybersecurity, regulatory differences, and institutional adaptation as important challenges in
the digital transformation of tax administration. Therefore, although these studies examine
different technologies, both extend the earlier privacy-oriented discussion toward broader
questions concerning the governance and regulation of increasingly automated tax systems.

At the same time, the predominance of zero local citations among the other documents
suggests that the internal citation structure of this research field remains relatively dispersed.
Several recent studies published in 2024 and 2025 already address highly relevant issues, such
as taxpayer privacy in Indonesia’s Core Tax Administration System, data security risks
associated with CTAS digitalization, and Al applications within tax authorities, yet these
publications have not accumulated local citations within the analyzed corpus. Judijanto (2024),
for example, emphasizes the need for clear regulation, strong security protocols, transparency,
and accountability in protecting taxpayer information within CTAS, while Djinarto et al.
(2024) identify data security and privacy concerns as challenges accompanying digital tax
administration. Similarly, Kiinnapas et al. (2025) demonstrate the increasing application of Al
within tax authorities. Thus, the low local citation counts should be read primarily as evidence
that the literature is still developing and that many of its recent contributions have not yet
become established internal reference points within the field.

Major and Emerging Research Themes

The thematic map shows that the current development of research on data protection in
digital tax administration is increasingly driven by the interaction between data protection
regulation, transparency, and automated decision-making. This pattern is reflected in the
motor-theme cluster containing GDPR, transparency, and automated decision-making, which
is consistent with Scarcella’s (2019) discussion of profiling and automated decision-making by
tax authorities and the need for safeguards under the GDPR. More recent studies reinforce this
direction, as Mohr (2024) examines the legal basis for automated risk-management systems in
tax administration, while Peeters (2024) and Rizzo and Hassan (2025) focus on the legal
constraints surrounding Al use by tax authorities, particularly transparency, human
intervention, and taxpayer protection. Therefore, the position of this cluster as a motor theme
indicates that the governance of automated tax administration has become one of the most
developed and central areas within the field.

A second motor-theme cluster, comprising fraud, cybersecurity, and identity theft,
reflects the growing attention paid to security risks accompanying the digitalization of tax
systems. Earlier evidence from Loy, Brown, and Tabibzadeh (2014) demonstrates the
institutional consequences of weak information-security governance through the South
Carolina Department of Revenue data breach, while Hultgren et al. (2022) document identity-
theft tax refund fraud and its implications for cybersecurity and taxpayer trust. Similarly, Ngugi
et al. (2022) identify vulnerabilities within electronic tax-filing processes that may increase
exposure to tax identity theft, whereas Hatfield (2023) emphasizes the need to strengthen
safeguards for taxpayer data in response to persistent cybersecurity weaknesses. In this context,
the thematic map suggests that cybersecurity is no longer treated merely as a technical issue,

https://iss.internationaljournallabs.com/index.php/iss/index 2200



but has become closely connected with fraud prevention, identity protection, and the broader
protection of taxpayer information.

The third motor-theme cluster, consisting of tax administration, tax compliance, and tax
evasion, indicates that data protection research remains closely connected to the operational
objectives of digital tax systems. Hodzi¢ (2018) identifies data-security problems as one of the
challenges accompanying the digitalization of tax administration, while more recent studies
examine how digital tools are used to improve compliance, efficiency, and enforcement. For
instance, Zakaria et al. (2024) analyze the adoption of tax digitalization, Pali and Rama (2025)
discuss the role of digital transformation in improving tax services and compliance, and
Weiqun and Xing (2025) examine the broader effects of tax-administration digitalization on
organizational transformation. Consequently, the central position of this cluster indicates that
research on data protection develops alongside the broader institutional agenda of
strengthening compliance and reducing tax evasion through digital technologies.

Meanwhile, the position of taxation and data privacy as basic themes, together with the
central cluster of data protection, exchange of information, and privacy, shows that privacy
remains a foundational issue connecting different strands of the literature. Schaper (2016)
highlights the tension between tax information exchange and data-protection rights in the
European Union, while Ronco (2020) similarly examines the compatibility of tax information
exchange with data-protection safeguards. This discussion was subsequently extended by Liotti
(2022) and Huiskers-Stoop et al. (2022), who examine whether international and regional
frameworks provide adequate protection for taxpayers’ data in increasingly automated
exchange-of-information environments. Accordingly, the map suggests that privacy and data
protection function as cross-cutting concepts that connect tax transparency, information
exchange, and digital tax administration, even though their thematic development is less
concentrated than that of the motor themes.

Finally, the niche and emerging-or-declining quadrants illustrate themes that are more
specialized or less integrated into the wider research field. The Malaysia and tax secrecy cluster
reflects a relatively specific line of inquiry, as seen in research on confidentiality within
Malaysian tax administration and comparative tax-secrecy provisions, including Yussof et al.
(2025). By contrast, automatic exchange of information and legal professional privilege occupy
the emerging-or-declining quadrant. Studies such as Gennadi & Stanislav (2021) and Tomo
(2023) examine legal and data-protection issues arising from automatic exchange and third-
party reporting, whereas Tofan and Arseni (2023) and Rao (2026) focus on conflicts between
disclosure obligations and professional confidentiality. Because a thematic map alone cannot
determine whether these themes are genuinely emerging or declining, their position should be
interpreted more cautiously as indicating relatively low centrality and limited thematic
development within the current dataset.

CONCLUSION

This study mapped the development, influential publications, and thematic structure
of research on data protection in digital tax administration. Scientific production remained
limited and sporadic during the early period but increased markedly from 2019 onward,
reaching its highest levels in 2024 and 2025. This growth reflected the increasing relevance
of data protection as tax administrations adopted more intensive digitalization, automated
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processing, and data-driven enforcement. The internal citation structure of the field remained
relatively dispersed, with only a few publications serving as key reference points. The
thematic map identified three main motor-theme clusters: GDPR, transparency, and
automated decision-making; fraud, cybersecurity, and identity theft; and tax administration,
tax compliance, and tax evasion. Meanwhile, taxation and data privacy functioned as basic
themes, tax secrecy appeared as a more specialized niche theme, and automatic exchange of
information and legal professional privilege remained less central and less developed within
the current corpus.

From a practical perspective, these findings suggested that digital tax transformation
should not be treated solely as an administrative efficiency agenda. Tax authorities and
policymakers should integrate data protection, cybersecurity, transparency, and taxpayer
rights into the design and operation of digital tax systems, particularly where artificial
intelligence, automated risk assessment, large-scale data processing, and cross-border
information exchange are involved. The prominence of GDPR, automated decision-making,
cybersecurity, and identity theft also highlighted the importance of strengthening governance
mechanisms such as privacy by design, clear accountability arrangements, human oversight
of automated systems, robust data-security safeguards, and accessible mechanisms for
protecting taxpayers affected by digital risks. However, this study was subject to several
limitations because the analysis relied exclusively on Scopus-indexed, English-language, final
journal articles, potentially excluding relevant studies published in other languages or
disseminated through other databases, books, legal commentaries, or policy reports. The
relatively small corpus and low number of local citations also indicated that this remained a
developing and fragmented research field. In addition, the 2026 publication count should be
interpreted cautiously because the year was incomplete when the database was compiled. The
thematic map was also influenced by the keywords and metadata contained in the retrieved
documents; therefore, the position of a theme did not, by itself, establish whether it was
definitively emerging or declining.

Future research should therefore expand both the empirical and conceptual boundaries
of the field. Comparative studies are needed to examine how different tax administrations
operationalize data-protection obligations, particularly in relation to Al-based profiling,
automated decision-making, cybersecurity incidents, taxpayer data breaches, and cross-border
information exchange. Further research could also examine institutional accountability,
independent data-protection supervision, breach-notification mechanisms, remedies and
compensation for affected taxpayers, and the balance between tax transparency and
confidentiality. Empirical research in developing and emerging economies would be
especially valuable because existing discussions remain strongly influenced by European
data-protection frameworks and may not fully capture the institutional, technological, and
regulatory conditions of other jurisdictions.
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